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Executive Summary 

We've created this materiał to explain how fraudsters obtain 

data, forge documents and try to bypass security checks. 

The re are multiple scenarios in which this can be done. There 

are also multiple ways of preventing it from happening which 

we will also explain at the end of this short e-book. 

We've divided this materiał into three parts - each reflects one 

of the fraud cycle elements. 

We begin with data theft tactics. We will show you how 

fraudsters extract data, what the most common data theft 

strategies are, and what you can do to avoid credential and 

information theft. 
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In the second part, we will share our knowledge and 

experience about ID forgery. You'll learn the most common 

documents fraudsters are forging, and how to tell a legit ID 

from a false one. The download will be available here from 

14.10.2022 

The third part will be focused on fake identity. We will show 

how fraudsters try to impersonate real people using 

different tools, devices, and software. You'II be able to 

download this part here from 21.10.2022 
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https://fully-verified.com/downloads
https://fully-verified.com/downloads


KYC platform 
for global customer
onboarding 
Our mission is to make customer onboarding your asset and Our mission is to make customer onboarding your asset and 

not a hurdle. WE help companies with eliminating identity 

fraud and improving their onboarding times.. Fully-Verified 

delivers KYC services that satisfy even the strictest  regulatory 

requirements. Our KYC platform solves compliance issues, 

eliminates fraud, and speeds up the customer onboarding 

process.
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Introduction

In the past year, the fraud rate has increased by 44%. The 

average ID fraud rate in the year from October 2020 to October 

2021 was 5.9%, compared to an average rate of 4.1% in 2019. 

Fraud is an increasingly costly problem, with estimates 

ranging from $5.4 trillion to $7 trillion annually. 

What is the reason for the fraud rate increase?

The effects of pandemic have brought about an earlier 

onset of digital transformation than previously anticipated. 

While businesses are increasingly offering their services 

online, customers are becoming more and more 

comfortable with accessing these services digitally.

One of the more unfortunate but not unexpected outcomes One of the more unfortunate but not unexpected outcomes 

of digital transformation has been an increase in 

cross-organizational, cross-industry, and even 

cross-regional fraud.

The digital transformation was already on the upswing The digital transformation was already on the upswing 

before the pandemic occurred, but after 2019 it made 

people even more available for fraudsters to target 

because many people changed their ways of interacting 

with businesses.
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Key Methods of 
Information Extortion
First, we'll discuss the situation when someone's identity is stolen 

and used without their permission or knowledge. This can be 

done through hacking into an individual's personal data or by 

finding out information that was not meant to be shared. 

Secondly, we'll discuss social engineering. This is when someone 

pretends to be another person or company, to get personal 

information, credentials, or even money. 

Third, we'll talk about Third, we'll talk about phishing. In this situation, a scammer tries 

to deceive you by sending you an email that looks like it comes 

from a trustworthy source (like your bank). In order to get into 

your account, they may ask for your login information or other 

sensitive information.

Finally, we'll discuss malware and cybercrime as methods of 

infecting devices and stealing information.
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Cyberthreats are on a rise 

The Identity Theft Resource Center's 2021 report indicates 

that cyberattacks, phishing, and ransomware attempts 

are all increasingly common. For example, in Q2 and Q3 of 

2021 alone, there were around two million attempts to 

exploit Microsoft Server bugs.

According to the Privacy Rights Clearinghouse, there have According to the Privacy Rights Clearinghouse, there have 

been over 12,098 data breaches reported between 2008 

and June 2020 in the US alone. During that time frame, 

over 11 billion records were stolen. The numbers reveal that 

efforts to stem the tide of data theft are not working, as 

thieves continue to find new ways to bypass protections.

Cybercriminals frequently resell data in small batches on Cybercriminals frequently resell data in small batches on 

the dark web for prices as low as fifty cents per card. 

Skimmed magnetic-stripe data can cost between $5 and 

$60 
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2019

$4.7 
trillion fraud loss

2020

$5.4 
trillion fraud loss

2021

$6.7 
trillion fraud loss

2022

$7.8 
trillion fraud loss

2023

$10.7 
trillion fraud loss



How fraudsters might steal identity 
data, to bypass your KYC processes
The stolen information might be used to rack up debt or to 

supply the thief with bogus credentials. In rare situations, an 

impostor may offer a fraudulent ID to police, generating a 

criminal record or arrest warrants for the stolen identity's 

owner.

Identity theft has two categories:

1. True-name identity theft involves opening new accounts 1. True-name identity theft involves opening new accounts 

using Personal Identifiable Information (PII). The thief may start 

a new credit card or bank account to get blank checks.

2. Account-takeover identity theft exploits PII to access a 2. Account-takeover identity theft exploits PII to access a 

person's existing accounts. The thief changes an account's 

postal address and runs up a charge before the victim notices. 

Since online purchases are anonymous, identity thieves may 

efficiently utilize stolen information.
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Identity theft includes:

• Identity theft (financial). Identity theft is most frequent. 

Identity thieves use stolen IDs to gain finances.

• Tax-related identity theft. In this vulnerability, the criminal 

uses a stolen Social Security number to submit a fraudulent 

tax return to the IRS.

• Medical ID identity. The criminal takes health insurance • Medical ID identity. The criminal takes health insurance 

member numbers to get medical care. Health insurers may 

get phony invoices. The victim's account will reflect these 

services.

• Identity fraud. A suspect offers cops stolen ID information. 

Using this vulnerability, the victim gets charged, not the 

thief.

• Covert identity cloning. A thief creates a fake identity to 

avoid the law, police, or creditors. It's tricky to trace since it's 

not necessarily financially driven, and there's frequently no 

paper trail.

• Synthetic identity theft. A criminal combines real • Synthetic identity theft. A criminal combines real 

information from several sources to create an artificial 

identity. For example, the criminal may mix a stolen SSN 

with an irrelevant birthday. This form of theft is hard to 

follow since the criminal uses fake files.
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Social engineering

Social engineering utilizes human mistakes to get 

knowledge, access, or assets. "Human hacking" 

schemes trick unaware individuals into disclosing data, 

distributing malware, or accessing the systems.

Social engineering scams target people's thoughts and Social engineering scams target people's thoughts and 

actions. Social engineering assaults manipulate a user's 

behavior. Once an attacker learns a user's motivations, 

they may influence them.

Hackers abuse user ignorance. Due to technology's Hackers abuse user ignorance. Due to technology's 

speed, many customers and staff are unaware of 

downloading malicious software without their 

knowledge ( drive-by downloads). Users may 

undervalue personal data like phone numbers. Many 

consumers don't know how to safeguard themselves 

and their data.
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Social engineering attackers have two goals:

1. Data sabotage: causing damage or discomfort by 

corrupting data.

2. Theft: Taking information, money, or access.



Social engineering - how fraudsters gain data to compromise KYC 

Most social engineering attacks include real conversation. The 

attacker uses social engineering to access your data. 

Criminals might deceive targets with the assault cycle. 

l 
Gathering background 

information about the 

user or organization. 

lnfiltrating through a 

friendship or trust. 

KYC platform for global customer onboarding 

www.fully-verified.com 

One may do this in one email or after months of social 

media ta Iks. Face-to-face communication is possible. lt 

ends when you provide information or download viruses. 

Many workers and customers don't know that hackers may 

access many networks and accounts with a few pieces of 

information. This is possible when you use the same 

credentials to access many services. 

They steal names, dates of birth, and addresses by 

impersonating real users or even IT support. 

Attacking the target after 

establishing trust and 

vulnerability. 

Disengaging when the 

user takes action. 
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Social engineering characteristics

The main element of the majority of Social engineering attacks 

attempts is to elicit an emotional response. When emotional, 

people are more prone to behave irrationally or riskily. These 

emotions are employed equally to persuade. No matter 

whether the fraudster wants to make the target feel fear, 

excitement, anger, or guilt if he succeeds, manipulation gives 

an attacker the upper hand.

Creating a feeling of urgency is another commonly used Creating a feeling of urgency is another commonly used 

assault technique. A major crisis may push you to compromise 

yourself. “If you don't move soon, you may miss out on a prize 

or reward”.

Both approaches undermine critical thinking. Social Both approaches undermine critical thinking. Social 

engineering attacks rely on believability. Since the adversary 

lies, trust is critical. Before calling you fraudsters have done 

enough research on you to build a plausible storyline. 
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Phishing (information extortion)

Phishing is a type of social engineering in which an attacker 

sends a bogus message to fool a person into exposing 

personal information or installing harmful software like 

ransomware. Phishing attacks have gotten more complex and 

typically mirror the targeted site, enabling the attacker to view 

everything as the victim navigates and crosses fake security 

barriers. 

Legislation, user training, public awareness, and technological Legislation, user training, public awareness, and technological 

security measures may prevent or reduce phishing. From 2017 

to 2020, enterprise phishing assaults rose from 72% to 86%.
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Email phishing

"Bulk" phishing refers to phishing emails that aren't tailored or "Bulk" phishing refers to phishing emails that aren't tailored or 

targeted to a particular person or organization. Mass phishing 

messages may impersonate banks, financial services, email 

and cloud productivity providers, or streaming services, 

depending on the attacker's purpose. Compromised accounts 

are typically used as a springboard for subsequent assaults, 

such as the theft of sensitive information, the installation of 

malware, or spear phishing of other persons inside the target's 

business. Darknet marketplaces sell compromised streaming 

accounts to users.
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Spear phishing

Spear phishing includes an attacker targeting a particular 

business or individual using targeted phishing messages. This 

involves creating and sending fake emails to a specific 

individual. In contrast to mass phishing, spear phishing 

attackers acquire and utilize personal information about their 

target to boost attack success. 

Spear phishing targets executives or finance department Spear phishing targets executives or finance department 

employees with access to critical data and services. Due to 

their workers' access to critical information, accounting and 

audit businesses are common spear phishing targets, 

according to 2019 research.

Threat Group-4127 (Fancy Bear) employed spear phishing 

to attack Hillary Clinton's 2016 presidential campaign. They 

attacked 1,800 Google accounts and threatened individuals 

with accounts-google.com.

Recent research examined age groups' spearfishing Recent research examined age groups' spearfishing 

vulnerability. 100 young and 58 older users got fake 

phishing emails every day for 21 days. A browser plugin 

tracked clicks on email links to determine vulnerability. 43% 

of consumers fell for simulated phishing emails, with older 

women more susceptible. While young users' susceptibility 

dropped, older users' stayed consistent.
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Whaling

Whaling refers to spear phishing attempts against high-profile 

targets. One will write the text for the intended recipient, like a 

subpoena or consumer complaint.

CEO fraud includes generating fake emails ostensibly from top CEO fraud includes generating fake emails ostensibly from top 

executives to induce other workers to wire money to an 

offshore account. CEO fraud has a low success rate, yet 

thieves may make considerable amounts. Multiple 

organizations have lost tens of millions to similar assaults.
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Clone phishing

Clone phishing is a sort of phishing attempt in which a 

valid, previously sent email with an attachment or link is 

copied using its content and recipient address(es). 

Attachments or links in emails are substituted with 

malicious versions and delivered from a fake email 

account. It may pretend to be a resend or updated 

version. A fraudulent third party must have hacked the 

sender or receiver to acquire a genuine email.sender or receiver to acquire a genuine email.
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Voice phishing

Voice phishing uses telephony (typically VoIP) to launch 

phishing attacks. Attackers contact many phone lines and 

play automated recordings claiming fraudulent activity 

on victims' bank accounts or credit cards. One will fake 

the caller number to display the impersonated bank's 

number. The victim is then instructed to phone a number 

controlled by the attackers, which either prompts them to 

input private information to "resolve" the purported fraud 

or connects them to a real person who uses social 

engineering to collect information. Voice phishing exploits 

the public's weaker understanding of caller ID spoofing 

and automated dialing compared to email phishing and 

the inherent confidence in voice telephony.
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SMS phishing

SMS phishing or smishing is similar to email phishing, 

except attackers utilize text messages. Smishing attacks 

ask the user to open a website, call a number, or email an 

attacker through SMS. The victim is then asked for 

confidential information, frequently login passwords. 

Mobile browsers may not completely display URLs, making 

it harder to spot a fake login page. As the mobile phone 

market is flooded with smartphones with fast Internet, a 

rogue SMS link may have the same effect as an email. 

Smishing messages may include odd phone numbers.
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Page hijacking

Page hijacking uses cross-site scripting to lead viewers to 

malicious websites or exploit kits. A hacker may infiltrate a 

website and introduce an exploit kit like MPack to 

compromise genuine users. Simple page hijacking 

includes adding a malicious inline frame to a website to 

load an exploit kit. Page hijacking is used alongside 

watering hole attacks to breach business targets.
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Calendar phishing

Phishing URLs are sent through calendar invites in calendar 

phishing. By default, many calendars incorporate sent 

calendar invites. These invites generally seek RSVPs and other 

information. Former Google click fraud czar Shuman 

Ghosemajumder suggests altering calendar settings, not 

automatically adding new invites.

Threat Group-4127 (Fancy Bear) employed spear phishing 

to attack Hillary Clinton's 2016 presidential campaign. They 

attacked 1,800 Google accounts and threatened individuals 

with accounts-google.com.

Recent research examined age groups' spearfishing Recent research examined age groups' spearfishing 

vulnerability. 100 young and 58 older users got fake 

phishing emails every day for 21 days. A browser plugin 

tracked clicks on email links to determine vulnerability. 43% 

of consumers fell for simulated phishing emails, with older 

women more susceptible. While young users' susceptibility 

dropped, older users' stayed consistent.
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6 simple ways to stay safe
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Don’t click links

Phishing attacks are fairly common. If you get an email or instant message from a friend saying they are having trouble 

logging into their Facebook or bank account, and asking you to click on a link, don’t do it! Go directly to the site in your 

browser.

1.
You can use add-ons to spot the signs of a malicious website or alert you about known phishing sites. They're usually 

completely free, so there's no reason not to have them installed on every device in your organization.2.
Change your passwords so that you prevent an attacker from gaining access to your personal information. Try to use 

Password Managers in order to create strong passwords. Never use the same passwords in many services. 3.

Don’t give your information to an untrusted site

Change passwords regularly



                                                      KYC platform for global customer onboarding
www.fully-verified.com                                                                                                                                                                                                                                                                                                                - 21 -

If a website doesn’t have a closed padlock icon next to its URL, or if the domain name doesn’t begin with 

“https://”, don’t enter any sensitive information or download files from that site.

Pop-ups may be connected to malware as part of phishing attacks. Popular web browsers 

allow the installation of ad-blocker software that will block malicious pop-ups.

Unless you are fully sure that the site you are on is legit, you should not give out your personal information,

Don’t click on popup messages

Don’t give out personal information

4.

5.

6.

Don’t give your information to an untrusted site



Link manipulation

Most phishing attacks involve technological deception to 

make an email link seem from the impersonated firm. Phishers 

employ misspelled URLs and subdomains.

 The URL http://www.yourbank.example.com/ may lead the  The URL http://www.yourbank.example.com/ may lead the 

user to the example area of your bank website. Still, it goes to 

the "your bank" (phishing) section of the example website. 

Another typical tactic is to link text to seem a reputable 

destination when it travels to the phishers' sites. 

Many desktop email programs and web browsers display a Many desktop email programs and web browsers display a 

link's destination URL when hovering over it. In some instances, 

the phisher may ignore this rule. 

Similar applications don't offer a preview function.

IDN spoofing or homograph attacks may produce web 

addresses that seem like good sites but link to malicious 

ones.

Phishers use open URL redirectors on reputable websites to Phishers use open URL redirectors on reputable websites to 

masquerade malicious URLs with a trusted domain. Even 

digital certificates don't address this issue since a phisher 

may buy a legitimate certificate and modify content to 

mimic an actual website or host the phishing site without 

SSL.
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Filter evasion Social engineering

Phishers often utilize graphics instead of text to make it more 

challenging for anti-phishing filters to identify the text in 

phishing emails. Anti-phishing filters can retrieve concealed 

text in photos using OCR (OCR).

Most phishing uses social engineering to manipulate users 

into clicking a link, opening an attachment, or divulging 

confidential information. In addition to impersonating a 

trusted entity, most phishing involves creating a sense of 

urgency by claiming accounts will be closed or seized 

unless the victim acts. This usually involves bank or 

insurance accounts.

An alternative to impersonation-based phishing is An alternative to impersonation-based phishing is 

employing phony news items to arouse anger, forcing the 

victim to click a link without thinking. These links lead to a 

professional-looking website that mimics the real one. 

Once on the attacker's website, users may see fake "virus" 

alerts or be routed to sites that exploit browser 

vulnerabilities to install malware.
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Malware

Malware is software intended to disrupt a computer, server, 

client, or computer network, leak private information, obtain 

unauthorized access to information or systems, or interfere 

with a user's computer security and privacy. 

Software with a defect is called a bug. Malware harms Internet Software with a defect is called a bug. Malware harms Internet 

users and companies. According to Symantec's 2018 Internet 

Security Threat Report (ISTR), malware varieties doubled in 

2017 to 669,947,865. 

Cybercrime, including malware attacks and other computer 

crimes, is expected to cost $6 trillion in 2021 and grow 15% 

annually.

Malware includes viruses, worms, Trojan horses, spyware, 

ransomware, scareware, rogue software, wiper, and 

adware. Antivirus software, firewalls, frequent patching to 

decrease zero-day threats, safeguarding networks from 

infiltration, regular backups, and isolating infected 

computers may combat most malware. Malware now 

evades antivirus detection algorithms.

Malware is occasionally used to obtain information from Malware is occasionally used to obtain information from 

government or business websites or impede their 

functioning. Malware may be used to steal Personal 

Identifiable Information (PII), bank/credit card numbers, 

and passwords.

Since broadband Internet access became prevalent, Since broadband Internet access became prevalent, 

malicious software is often created for profit. Since 2003, 

most viruses and worms have been intended to steal 

victims' computers. Infected "zombie computers" may 

disseminate spam, host child pornography, or participate 

in DDoS assaults as extortion.
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Spyware monitors site surfing, displays unwanted ads, and 

redirects affiliate marketing profits. Viruses don't propagate 

spyware; it exploits security weaknesses. They may be 

disguised in user-installed applications. Sony BMG's rootkit was 

meant to prevent illegal copying. Still, it reported on users' 

listening habits and introduced security holes.

Ransomware locks files until a ransom is paid. Crypto and Ransomware locks files until a ransom is paid. Crypto and 

locker ransomware are two types. Locker ransomware shuts 

down a machine without encrypting its data, whereas crypto 

ransomware does both. CryptoLocker encrypts data securely 

and decrypts them for a fee.

Some malware generates money through click fraud, 

making it look that a user clicked an ad link and received 

payment from the advertiser. 60 to 70% of active malware 

employed click fraud in 2012, while 22% of ad clicks were 

false.

Malware may also be used for political sabotage. Stuxnet Malware may also be used for political sabotage. Stuxnet 

targeted industrial equipment. Politically driven assaults 

involving massive file deletion and master boot record 

manipulation have shut down extensive computer 

networks. Sony Pictures Entertainment (25 November 2014, 

Shamoon or W32.Disttrack malware) and Saudi Aramco 

were attacked (August 2012).
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Trojan horse 

A Trojan horse is a dangerous application that masquerades 

as a typical, innocent program or utility to install itself. Trojan 

horses have a damaging function that is launched when the 

program starts. The name comes from the Ancient Greek myth 

of the Trojan horse invading Troy.

Trojan horses are propagated through social engineering Trojan horses are propagated through social engineering 

when a user is deceived into running an email attachment 

(e.g., a form to be filled out) or by drive-by download. Many 

current trojans serve as backdoors, contacting a controller 

(phoning home) to get illegal access to the afflicted machine 

and installing extra software such as a keylogger to steal 

personal information, crypto mining software, or adware to 

make cash for the trojan's operator.make cash for the trojan's operator.

Trojan horses and backdoors aren't immediately 

identifiable. Still, crypto mining software may cause 

computers to function slower, release more heat, or make 

more fan noise. To avoid discovery, crypto miners may 

restrict resource use or only operate during idle moments.

Trojan horses don't try to insert themselves into other files 

or spread.

In April 2017, Mac users were struck by a new version of In April 2017, Mac users were struck by a new version of 

Proton Remote Access Trojan (RAT) trained to steal 

passwords from browser auto-fill, the Mac-OS keychain, 

and password vaults.
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Rootkits Backdoors

Malicious software must remain hidden to evade discovery 

once installed. Rootkits software modifies the host's OS to hide 

malware from the user. Rootkits may hide malicious programs 

or prevent their files from being viewed.

Some harmful software includes procedures to circumvent 

detection or uninstallation. In the Jargon File, two applications 

infested a Xerox CP-V time-sharing system.

Each ghost-job would detect the other's death and restart the Each ghost-job would detect the other's death and restart the 

recently halted application within milliseconds. Only killing 

both ghosts simultaneously (tricky) or crashing the system 

would work.

Backdoors circumvent standard authentication 

mechanisms, notably through the Internet. Once a system 

is infiltrated, people may create invisible backdoors to 

facilitate future access.

It's been proposed that computer makers preinstall It's been proposed that computer makers preinstall 

backdoors to give technical assistance, although this has 

never been confirmed. In 2014, it was claimed that US 

government agencies has forced computers 

manufacturers to install remote access software on each 

unit to gain security access if necessary.

If true this was regarded as one of the most controversial If true this was regarded as one of the most controversial 

operations to access global networks. 
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Infectious Malware Virus

Best-known malware, viruses, and worms are recognized for 

how they propagate rather than particular behaviors and have 

been compared to biological viruses.

Worm

A worm is stand-alone malware software that spreads across 

a network and copies itself without infecting files. A virus 

spreads when a user runs infected software or an operating 

system, but a worm spreads.

A computer virus is a secret software that may copy itself 

and implant it into other programs or files. It typically 

conducts a dangerous operation (such as destroying 

data). Portable execution infections put additional data or 

executable code into PE files to distribute malware. 

A computer virus embeds itself in other executable A computer virus embeds itself in other executable 

software (including the operating system) on the target 

system without the user's knowledge and agreement. When 

it is launched, the virus spreads to other executable files.
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Encryption-based ransomware Potentially Unwanted 
Program (PUP)

Encryption-based ransomware encrypts all data on an 

infected computer. The malware displays a pop-up telling the 

user their data is encrypted, and they must pay (typically in 

Bitcoin) to retrieve it. 

Grayware

Grayware (often written greyware) refers to any unwanted 

program or file that might slow down systems and pose 

security problems but is not malware. Greyware is unpleasant 

or unwanted apps that are less severe than malware. 

Grayware includes spyware, adware, fraudulent dialers, funny 

applications ("jokeware"), remote access tools, and other 

unwanted programs.

PUPs or PUAs are unwanted software despite being 

downloaded regularly by the user, perhaps after neglecting 

to read a download agreement. Spyware, adware, and 

dialers are PUPs. Unauthorized key generators are often 

grayware, although they often include malware. 

Malwarebytes outlines PUP criteria. Some adware (using 

stolen certificates) disables anti-malware and virus 

protection.protection.
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What can you do to prevent Malware? 
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Anti-Virus is still the #1 way to stay secure. 

Remember to keep them updated, remove malware 

as soon as it is detected, and scan your computer 

regularly.

1.
Use additional authentication methods and request a 

strong password with at least 8 characters, uppercase 

and lowercase letters, numbers, and symbols.2.

Implement Zero Trust approach in your 

organization4.
Remember about email security and spam 

protection and monitor for suspicious activity5.
Keep administrator accounts under monitoring. If 

your data is very important, think about Privileged 

Access Management  & Secure Remote Access 

solutions. 

3.



https://fully-verified.com/demo
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